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Introduction

The internet or world wide web, e-commerce and the use of digital media have exploded over the past five years and are changing the way people live and work around the world.  No place is experiencing greater change than Asia, where the adoption of these technologies is expanding at a rate faster than any other region on earth.  The new economies generated by the astonishing growth of international communications, especially via the internet now drive real growth and the wealth of nations. These changes have brought tremendous opportunities in technology transfer and market creation but have also created significant problems for law enforcement officials charged with preventing criminal exploitation.

The internet, e-commerce and the use of digital media have provided motivated offenders with opportunities to obtain, with little risk, illicit revenue at the expense of others.  Not only is the theft of intellectual property a concern but the new technologies also facilitate new forms of fraud, deception and other illegal activity.  

The integrity of commercial transactions in cyber-space is indeed vulnerable and may be threatened by sophisticated criminals. Research shows that the fear of crime is one of the most important reasons why consumers are reluctant to engage in on-line transactions and also inhibits business to business commerce.

While the future may be uncertain we can be sure that technological development in Asia will be ceaseless and profound but also prone to exploitation by criminal elements. Criminal behaviour is adaptive and will increasingly favour mobility across many jurisdictions.  Consequently, we can predict that law enforcement solutions limited to a single jurisdiction will become increasingly less effective and the need for a regional or multi-national response will be essential if a credible threat to offenders is to be maintained.  

This Summit addresses the pressing need within Asia for practical discussions among the region’s leading policy makers, enforcement officials, academics and the business sector on the nature of this growing problem.  Such discussions can begin to provide the basis for managing the growing risks of crime and help further facilitate the new economies.

The First Asia CyberCrime Summit is hosted by the Centre for Criminology at The University of Hong Kong. The Centre in conjunction with Hong Kong Police, Customs and Excise Department, Department of Justice and Independent Commission Against Corruption, will provide a forum for the consideration of three key issues:

*       the effect of the new technologies on social and economic development in the region and the consequential creation of new forms of crime; 

*       a practical review of the legislative measures and law enforcement tools that may be used to curb illegal activity related to the Internet, e-commerce and the use of digital media; and 

*       informed discussion of the ways governments can cooperate across national boundaries to achieve common goals.

Participation in the First Asia CyberCrime Summit has been deliberately limited to a small group of senior policy makers and law enforcement officials from jurisdictions throughout Asia.  The Summit will provide an unprecedented opportunity for a select group of officials to consider, along with industry and academic experts, the issues and problems arising from the adoption of new technologies plus the concrete steps they may take to prevent a related growth in criminal activity.  

As the attached working agenda indicates, the Summit will allow for highly interactive discussion on a range of issues, including:

the nature of cybercrime;  

the socio-economic effects of cybercrime; 

the legal tools and investigative techniques necessary to address the various forms of cybercrime, and;

inter-governmental cooperative measures for dealing with cross-border cases.  

The Summit has invited world-class experts on each of these issues in order to provide participants with the most up to date and sophisticated information.  

Background papers on a number of topics are being prepared and will be circulated to participants before the Summit.

Senior officials from Hong Kong and around the region will be involved in presentations, panel discussions, a case study, and roundtable discussions. The unique design of the Summit will provide maximum opportunity for interactions among participants.

Summit Programme

The Summit will be held over 2 days at the Council Chamber, University of Hong Kong on April 25th and 26th 2001 in the English language. The conference will provide a mix of the formal and informal as well as sessions with more active participation by the delegates. Ample opportunity will be provided for networking. The programme provides for the following:




Overview and Recent Developments
* Dr. Peter Grabosky from the Australian Institute of Criminology will give an overview on developments in cyber crime and the policy responses. He is the lead author of “Electronic Theft: Unlawful Acquisition in Cyberspace” with R. G. Smith, and G. Dempsey.

* Dr. Peter Csonka of the Council of Europe will speak on the European programme on cyber-law harmonization process and prospects of the COE’s recently approved Draft Cyber Crime Convention.

* Mr. Christopher Ram from the United Nations Center for International Crime Prevention will speak on the UN Convention on Transnational Organised Crime and its relevance to transnational cyber crime.

                    Best Practice Examples
* Mr. John Tsang Commissioner of Customs and Excise, Hong Kong will provide an overview of anti-piracy operations in Hong Kong and the challenges faced by law enforcement. Presented as a model of law enforcement and industry co-operation.

* Mr. Piet Lakeman from INTERPOL will speak on the universal classification system for counterfeit payment cards as an example of international co-operation best practice and will update delegates on the role of INTERPOL in addressing cyber-crime.

* Ms. Amelia Luk Siu-ping of Hong Kong’s Department of Justice and Mr. Mikinao Kitada of the U.N. Asia and Far East Institute for the Prevention of Crime and Treatment of Offenders will speak on emerging issues in the area of international evidence sharing and extradition. 

                    Discussions

* All sessions include discussions through a panel comprising policy, enforcement, industry and academic specialists.

* A panel on the topic of the interface between public-private policing. The role of industry security and the role of public policing will be the focus of discussion.

* A roundtable on issues relating to regional law enforcement co-operation, led by a moderator with experience in cross-national crime problems.

* The summit concludes with a plenary session for the rapporteurs report to a panel of speakers and delegates.

             Conference Dinner & Networking
* A welcome reception, pre-dinner and closing cocktails, extended luncheons and workshops will provide ample opportunities for participants to meet with their colleagues in policy, enforcement, academia and industry in a friendly and informal settings.

* A conference dinner hosted by the sponsors featuring an after-dinner speech.




Practice Issues and Problems
* A detailed HYPOTHETICAL involving a case simulation facilitated by experienced moderators [law enforcement and academic] and requiring the participation of selected delegates drawn from industry, enforcement and legal professions. A model cross-border case [s] demonstrating the problems of enforcement and the potential solutions through mutual assistance will be worked through in an extended panel session.

*  Two simultaneous WORKSHOP sessions on the following four topics. Workshops include a short reporting session for the whole group. Briefing papers will be developed to help prepare delegates and industry sponsors will provide technical expertise and help identify workshop leaders and trainers.



Forensic computing/ investigative issues  

       Copyright piracy on the web



Optical disc piracy



Fraud, risk assessment and prevention
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